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Intercept your e-maills, Encryption
chat, social websites e.g. GnuPG

Track your web surfing  Tor,
Censor the Internet Jondonym
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OpenPGP Smartcard
Card v2 adapter
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www.crypto-stick.com
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Protects your private keys against:
- Key logger, trojan horses, computer

viruses
- Thieves
- Lost

- User mistakes
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- E-mall encryption

- File encryption

- Authentication

- Secure connections
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- USB interface

- No ordinary storage!

- Secure key storage

- Encryption functionality

- PIN-protected

- Compatible to OpenPGP and X.509

- Open Source: software, hardﬁr@mMAN
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- Contains the OpenPGP smartcard v2

- Based on Common Criteria certification
- Key generation on stick

- 3 iIndependent keys (for authentication,

encryption, signature)
- RSA key length up to 4096 bit
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- Linux, Windows, Mac OS

- GnuPG, Thunderbird+Enigmail,
Evolution, MS Outlook

- SSH, OpenVPN

- Linux authentification

- TrueCrypt, Thunderbird, Firefox,
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PKCS#11 compliant
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On) =9 O g =
‘ . .
Message [nsert Options Format Text Add-Ins
g Machricht verschlsseln i
,f'r Machricht signieren ;'r
| Ta... cryphostick @privacyfoundation. de;
Send & markusherder@techmetrik.de - Thunderbird
(=1l
CC.., Datei Bearbeiten  Ansicht  MNavigation  Machricht el=p=e=M Extras  Hife
Account - Bec... + |
Abrufen Verfassen  Adressbuch i
Subject: Hallo : " : .
Al Driliar o h d v fOutomatisch entschiisselnjiberprifen
i
T undael Passphrase aus Cache [Gschen e
Jallo = markusherd...hmetrik.de i Machricht neu laden
' Posteingang (1) E-Mai Schiiissel des Absenders L
Gesendet _
B Papierkarb R Einstellungen. ..
=l .3 Lokale Ordner Empfangerregeln. .
Posteingang Schliissel verwalten. ..
A Postausgang AEWER|  SmartCard verwalten. ..
Entiirie Eehlersuche k
Gesendet
'l Papierkorb Konten HilFe
Lber OpenPGP

komten-Einstelunasn bearbaitan



o O WINDOWSS system32' cmd.exe

C:srgpg —o Vertrag.pdf —d Vertrag.pdf.gpg
gpg: detected reader ‘Gemplus USE Smart Card Reader @'
gpg: detected reader ‘Texas Instruments SmartCardSlot 8°

Pleasze enter the FPIN

gqpg = encrypted with 1824-hit RSA key,. ID B6714A62, created Z20180-82-23
"Hanz Mustermann <testPexample.com>"

File ‘“Uertrag.pdf' exists. Ouverurite? (y/N)

gqpg = Signature made B2-/23-18 23:58:18 using RSH key ID F1D596B1

gqpg = Good signature from “"Hans Mustermann <testl@example.com>"

- OFfnen

EEEEE Explorer
Suchen...

Entschlisseln und Gberprifen
5 Mehr GpgE¥ Cpkionen Entschlisseln
Uberpriifen
TUEIERe (e S =il Entschlisseln und Oberprifen
Senden an Yerschilsseln

_ Signieren
"f"Jt‘_'""I_'r":’"j':’r' Signieren und verschliisseln
ARAIEE Zertifikate importieren
erknipfung erstellen Hilfe zu GpgEY,
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Eigenschaften




(i) http:/fwebid.fcns.eu/

Welcome!

Hello gquest

WeblD login: auth.fcns.ew or foafssl.org

-

Profile

o Login with your WeblD, using either http

o profile and display it in

o for an exis

o with th

o your WeblD to receive pingbac

o a WeblD profile into RDF/JSOM |
| |

o your profile by modifying its source 1'

o Permanently your profile from the {j
L

User Identification Reguest l&]

This site has requested that you identify yourself with a certificate:
*fons.eu (:443)
Organization: "*.fcns.en”

Izzued Und

Choose a certificate to present as identification:

Detailsd

Issued to: E=jan.suhr@n-h.com, CM=CAcert WoT User
Serial Mumber: 08:5C:65
Yalid from 6/18/2011 10:19:35 AM to 6,/17/2013 10:19:35 AM
Purposes: Sign,Encrypt
Ernail: jan.suhr@n-h.com
Issued by E=support@cacert.org, CM=CA Cert Signing
Autherity, OU=http:/www.cacert.org, O=Root CA
Stored in: CryptoStick C7F

| Rermember this decision

QK || Cancel |
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-

dis

@ Create E-Mail* - Mozilla Firefox

iz

w https:/fmail.n-h.com/webaccess/index.phpfload=dialog&task=createmail_standard &storeid=0000000(

I |5l |/s] Options ¥ | . Enc Ifrezco Link

[gsend| B 0 2, 828 !
n
| To... | | jan@example.com
— 1
| co.. |
L R — 1
dqf [ Bcc. ]
1
Subject: test
| Attachmerts: |
]
B 7 U =he x x = =3
Fomat | Nomal ~ | Font
= |

This message is signed.

==X

The site 'mail.n-h.com’ has requested that you sign the following
text message:

Text Signing Request

Content-Type: text/html; charset=utf8
Content-Transfer-Encoding: basebd

PHA+VGhpoyBtZ XMz WIIGIZIHMpZ 252 C48 13 A+

igning Certificate

CryptoStick CTR:CAcert WoT User [0A:5C:65]

Serial Mumber: 04:5:65
Yalid from 6/18/2011 10:19:35 AM to 6,/17/2013 10:19:35 AM
Purposes: Sign,Encrypt

Ernail: ian.suhr@n-h.com
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- HTML interface

- Encrypted storage

- Broad software support
- Metal case
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- German Privacy Foundation e.V.
- Production is non-profit
- Open community — get involved!
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- Anonymization services:
- Tor Partner program
- Jondonym (JAP)

- 12P
- Uncensored DNS
- Privacy Box
- Privacy Handbuch
- Trainings
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non-profit price: 49 € |

https://www.privacyfoundation.de/shop/
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